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2 Overview Statement:
PhishTitan is a cutting edge, native MS365 anti- phishing solution
N blocking threats like BEC, Account Takeover, VIP impersonation, Zero

-,__;\ day attacks and much more. Using Al, ML and our threat intelligence
S o feeds to provide the best phishing protection in the market.
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“The industry is moving this way”
Gartner 2023

$2.7B

25% of phishing The Internet Crime Complaint A staggering 71% of MS
emails are marked Center (IC3) report shows 365 business users suffer
clean by Office 365 that the cost of phishing in at least 1 compromised

EOP 2022 was $2.7 billion in the account ever month
US alone

“Integrated solutions that use APIs to examine emails are gaining momentum, augmenting an existing SEG

offering.”
Gartner, March 2023 Market Guide for Email Security



What our
customers
wanted to
see...

A highly effective solution to counter new
and sophisticated threats.

[=} s
|

Instant remediation across an entire tenant.

Real time visibility and reporting suite on
emerging threats.

] ]
E—I

Time is the most value resource to a
business, therefore, onboarding needs to be
accomplished in less than 10.



The complete 360 email protection offering

SpamTitan + PhishTitan = 360 Degree
Malware blocked at point of entry

Double AV plus Sandboxing

Malware/anti spam/malicious email blocking §

Al, ML & LLM based phishing protection
BEC Protection

Advanced threat protection

TitanHQ

PhishTitan T

TitanHQ

SpamTitan = QB,



360 implementation view

Email Service

Internet Secure Email Gateway A User Inbox

(SEG) SpamTitan '
1 APl & Connectors

Integrated Cloud Email Security
(ICES) PhishTitan

PhishTitan integrates with the email service via API

"THIS IS HOW GARTNER POSITIONS THESE SOLUTIONS,

they see the markets moving from a 5% to a 20% uptake in combined SEG & ICES solutions by

2025. This is what our competition are selling”

-



Time of Click
Protection

UL

é! oJLo_e’

Al Driven
Analysis

How PhishTitan solves the problem?

URL rewriting

Banner
Notifications

\ Y4

Native M365
Integration

h

Detailed Reporting &
Insights

Post Delivery
Remediation

Quick
Deployment

TitanHQ'

PhishTitan



Dashboard

TitanHQ

= PhishTitan / 1 Overview
Overview

Jo

2)  AlMSPs

Emails Analyzed Incidents > Active Users [ Licenses Issued >

Dashboard
2 6 1 LAST 30 DAYS 1 O 0 LAST 30 DAYS 1 9 /75 LAST 30 DAYS

Threat Resolution

Usage
Emails Analyzed vs Incidents Most Targeted Users
Reporting
D 100 Email # Targeted
Insights 250 20 T
=~ demo@vhbx8.onmicrosoft.com 1
Settings ) : [+ AlexW@vhbx8.onmicrosoft.com 10
Other Products 30 @ prodPT@vhbx8.onmicrosoft.com 7
: 0 LynneR@vhbx8.onmicrosoft.com 4
------ “ Mo 2022 MiriamG@vhbx8.onmicrosoft.com 4
@ nees DiegoS@vhbx8.onmicrosoft.com 4

All Customers

E] Name T Description Active Users Licenses Issued Date Created Actions
E] Demo Customer Active connection 14 50 Nov 1, 2023 @ 7
E] Demo Customer Without Connection Mo connection established o] 25 MNov 16, 2023 ® ¢

Rows per page: 0~ 1-2cf 2
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Incidents - User inbox with a phishing email

I WARNING Spam, malware or phishing has been detected. Cur Al is always learning, report feedback with the TitanHQ Outlook Add-In. Powered by TitanHQ™.
Hi Alex,

Let me know what you think of this technology review site?

TechReviews.com

Thanks,
Conaor

Conor Hynes
Director of Product Management & Data Strategy

P: (091) 545 500

A: TitanHQ Towers, Mazars Place, Salthill, Co. Galway
W: titanhg.com

OO TitanHQ

Have you heard of our other products?

TitamH Thtan - Titan HC)

SafeTitan SpamTitan WebTitan

Check this out? @ -
cy Conor Hynes <chynes@titanhg.com> © & &« ~
To: Alex Wilber Tue 21/11/2023 14:55

TitanHQ'

PhishTitan



View all Incidents

TitanHO

= PhishTitan I /
Incidents

23 AlMSPs

Search all incide

Dashboard

Threat Resolution

Incidents
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Usage

Reporting

Insights

Settings Mov 14, 2023 18:59

Other Products Nov 3, 2023 14:54
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Nov 14, 202318

Nov 2, 2023 11:58

MNov 14, 2023 18:29

Nov 14, 2023 11:12

[ Incidents

Subject

Marked as Malicious

Marked as Malici

02/11 - 09:08 - Link

01/11 - 13:00 - Link

14/11 - 11:08 - Test banner

2 links

Malicious mail with multiple users

03/11 - 14:44 - Link

Account Termination

Danger link

09/11 - 15:39 - Multiple + Bco

Check out this website

Malicious mail with multiple users

t group mailing lis

danger link

Marked as Clean by Admin

test

Marked as Malicious by Admin

14/11 - 11:08 - Test banner

Sender

deconnolly@titanhg.com

deonnolly@titanhg.com

deonnolly@titanhg.com

deonnolly@titanhg.com

deonnolly@titanhg.com

chynes

nhg.com

deonnolly@titanhg.com

deconnolly@titanhg.com

noreply.systems.update@gmail.com

q.com

deonnolly@titanhg.com

chy

deonnolly@titanhg.com

deonnolly@titanhg.com

chynes@titanhg.com

deonnolly@titanhg.com

chynes@titanhg.com

deonnolly@titanhg.com

deonnolly@titanha.com

Flag Reason

User Reported

User Reported

Malicious Links

Malicious Links

User Reported

Malicious Links

Malicious Links

Malicious Links

User Reported

Malicious Links

Malicious Links

Malicious Links

User Reported

Malicious Links

User Reported

User Reported

User Reported

User Reported

Recipients

Status 4

Customer

Demo Custor

Der

Demao Custor

1Stom

Demo Custom

Demo Custor

Demao Custom

Demo Custor

Demao Custom

Demo Custorr

Demo Custom

Demao Custar

Demao Custam

Demo Custor

Demao Custom

Demo Custor

Demo Custorr

Demao Custam

Demao Custon

er

er

Actions

®

@ 6 @ 6 @ @ @ © 0 © ©® & © @ e o e 0
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Incidents - Administrators View

TitanHQ

= PhishTitan

2 AlMSPs

Dashboard

Threat Resolution
Incidents

Usage

Reporting

Insights

Settings

Other Products

I I I ! [ Details

Incident Summary

Affected Users Received Headers

Check this out?

From: chynes@titanhg.com
Date: Mov 21, 2023

WARNING Spam, malware or phishing has been detected. Our AT is always leamning, report

feedback with the TitanHQ Outlock Add-In. Powered by TitanHQTAM.
Hi Alex

Let me know what you think of this technology review site?

TechR

com

Thanks,
Conor

Conor Hynes

Director of Product Management & Data Strategy

P: (001) 545 500

, Co. Galway

| LogosCMYK-HQColour.png

Have you heard of our other products?

[#.LogosCMYK-SpamTitan png

|eArtboard 1.jpg

URL Analysis
Phishing/Fraud

ttp:/iwww.phishingsite.net/ marked as Phishing website

Mark a

w

m

Jo

o
o
w
[
[

nd to Junk

TitanHQ'

PhishTitan



TitanHQ

= PhishTitan

2 AlMSPs

Dashboard

Threat Resolution
Incidents

Usage

Reporting

Insights

Settings

Other Products

Incidents - Multiple Affected Users & One Click Remediation

!

!

I

!

Incident Summary

Details

Date

MNov 14, 2023
Mov 14, 2023
Mov 14, 2023
Mov 14, 2023
Mov 14, 2023
Mov 14, 2023
MNov 14, 2023
Mov 14, 2023
MNov 14, 2023

Mov 14, 2023

Rows per page

10

Received Headers

Subject
14/11- 11
14/11 - 11
14/11- 11
14/11- 11
1411 - 11
14/11- 11
14/11- 11
14011 - 11
14/11- 11
14011 - 11

1-10 of 19

08 - Test banner

08 - Test banne

08 - Test banner

08 - Test banner

08 - Test banner

08 - Test banner

08 - Test banner

08 - Test banner

08 - Test banner

08 - Test banner

| Affected Users

Recipient
DiegoS@vhbx8.onmicrosoft.com
LidiaH@vhbx&.onmicrosoft.com
MeganB@vhbx8.onmicrosoft.com
GradyA@vhbx8.onmicrosoft.com
MNestorW@vhbx8.onmicrosoft.com
PattiF@vhbx8.onmicrosoft.cor
Johannal@vhbx8.onmicrosoft.com
PradeepG@vhbx8.onmicrosoft.com
HenriettaM@vhbx8.onmicrosoft.com

MiriamG@vhbx8.onmicrosoft.com

Sender

deonnolly@titanhg.com
deconnelly@titanhg.comn
deonnolly@titanhg.com
deonnolly@titanhg.com
deonnolly@titanhg.com
deonnolly@titanhg.com

deonnolly@titanhg.com

deonnolly@titanhg.com
deonnolly@titanhg.com

deonnolly@titanhg.com

Mark as Safe

Send 1o Junk

Customer

Demeo Customer

Demo Custome:

Jo

TitanHQ'

PhishTitan




Incidents - Remediated to Junk

~ Favourites Junk Email 17 0 = Check this out? @
& Inbox 8 Today
(i) This message was identified as junk. It's not junk
B sent ltems D Conor Hynes
Check this out? 14:55
77 Drafts WARNING Your Administrator has m... cH Conor Hynes <chynes@titanhg.com> ~
To: Alex Wilber Tue 21/11/2023 14:35
Add favourite
v BEdiEe WARNING Your Administrator has marked this email as phishing. Please do not interact with links or attachments. Powered by TitanHQ™.
Hi Alex,
& Inbox 8 . ) : .
Let me know what you think of this technology review site?
7 Drafts TechReviews.com
B sent ltems Thanks.
Conor
@ Deleted Items 1
Conor Hynes
£2 Junk Email 1 Director of Product Management & Data Strategy
& Archive P: (091) 545 500
A: TitanHQ Towers, Mazars Flace, Salthill, Co. Galway
9 Notes W: titanhg.com
) Comesation ODNB TitanHO
onversation History T ta H Q
Create new folder
Have you heard of our other products?
3 Search Folders
~ @roups TmaHd TitanHO TitanHO
p SafeTitan SpamTitan WebTitan
TitanHQ

PhishTitan



Incidents - Administrators marks as safe

TitanHQ

= PhishTitan

S AnMSPs

Dashboard

Threat Resolution
Incidents

Usage

Reporting

Insights

Settings

Other Products

I ! ! ! [ Details °
Il
Incident S
Mark as Safe
Affected Users Received Headers send to Junk
Check this out?
From: chynes@titanhg.com
Date: Mov 21, 2023
I SAFE Your Administrator has marked this email as clean. Powered by TitanHQTM.

Hi Alex,

Check this new product out - hitps:/fsww titanhg. com/phishing-protection/

Thanks,

Conaor

Conor Hynes

Director of Product Management & Data Strategy

P: (001) 545

Mazars Place. Salthill. Co. Galway
ol | el | el
|- LogosCMYK-HQColour png
Have you heard of our other products?
|+ LogosCMYK-SpamTitan.png
| Artboard 1.jpg
TitanHQ'

PhishTitan



Email Banners

Email detected by PhishTitan

- /
4 : . -
Email marked as Malicious by Administrator
WARNING Your Administrator has marked this email as phishing. Please do not interact
with links or attachments. Powered by TitanHQ™.,
J
4 )

NS

Email Marked as Safe by Administrator

| GO e st el Bl e
Y

TitanHO!
PhishTitan



Reporting

_ TitanHQ
= PhlShTitan )] ! ! I Summary °
m
— Summary Reports
Dashboard Y ry y y y y
Threat Resolution . o
Emaills Processed Malicious Attacks
Usage
301 137
Reporting 301 4 0% # 13% 0% 4
Summary
Demo Customer Malicious Attacks
Insights 3':_:'1 ) 1@7 )
30 Day Emails 30 Day Aftacks 50 43 473
Settings
Other Products
Top 10 Receivers Malicious attacks Top 10 Attackers Malicious Attacks
demo@vhbxd. onmicrosoft.com 18 deonnolly @titanhg.com 129
AlexWi@vhbx onmicrosoft. com 12 chynes@titanhg.com 5
prodPT@vhbxs onmicrosofi com 12 farrell.neil@gmail.com 2
MeganB@vhbxS onmicrosoft com 7 noreply.systems update@gmail com 1
AdeleVi@vhbxd.onmicrosoft.com 6
DiegoS@vhbxd onmicrozofi com 6
GradyA@vhbx&. onmicrosoft.com 6
HenrietiaM@vhbx&.onmicrosoft.com 6
IsaiahLi@vhbx8 onmicrosoft.com 6
Johannal@vhbx&.onmicrosoft.com 6
JoniS@vhbx8. onmicrosoft. com 6
LeeG@vhbx& onmicrosoft.com 6
LidiaH@wvhbxs.onmicresoft.com ]
I wenma D &nshbe® anmmicrocnf com =3
Security awareness training provides a human layer of protection against Phishing Attacks and other Security Threats.
Why not check out our SafeTitan Security Awareness Training Platform.
TitanHQ

PhishTitan



Customer Onboarding

Add Customer

Customer Name Description (optional)

»

TitanHQ'

PhishTitan




Customer Onboarding

TitanHO o «
' . ccount not protecte
Ph|Sthtan Connect your account to Microsoft 365 Add Connection
I / / Connections °
m
Connections
Threat Resolution
Connect to Microsoft 365 now to start protecting your mailbox.
Usage
Reporting
|
u
Insights
@ login.microsoftonline.com/organizations/v2.0/adminconsent?client_id=26...
Settings
BS Microsoft
Administrators
Connections Pick an account
Link Lock IE —
Connected to Windows
Notifications
—|— Use another account
Terms of use  Privacy & cookies
TitanHQ'

PhishTitan



Customer Onboarding

TitanHO
. . Account not protected
Ph|Sthtan Connect your account to Microsoft 365 Add Connection
I / / Connections °
Il
Connections
Threat Resolution Follow the steps below to complete your PhishTitan configuration.
Usage
Reporting Using SpamTitan for outbound mail? You must first create a connector in Azure. L
Insights Step1.
Add a non-delivery report (MDR) email address to Microsoft 365
Settings
Administrators
Step 2.
Connections Add a journaling rule to Microscft 365.
Link Lock
Step 3. (SpamTitan customers only)
R aHn Disable Link Lock in SpamTitan for this customer.
TitanHQ'

PhishTitan



Outlook Add-In

File Home

~ &
New  New

Email Iltems ~

Mew

Send / Receive

5]
/-~

S~

Folder  View

Help

10 P88E

Delete Archive

Delete

Outlook Mobile Application

Reply Reply Forward

All E"El -
Respond

i
Share to

Teams

Teams

i

Phishing

Cleanmail  Send to More
OneMate Add-Ins

Mark as Unread

Flag
Reply
You

Reply All

You

Farward
Forward as Attachment

Delete

Cancel

Outlook Desktop Application

EJ:I 2. Product Mgmt. 2 To Manager

& Team Email ~ Done
AP Reply & Delete 1;; Create New
Quick Steps

&l

EJ:IMCNE"
%Rlﬂﬁ"

u Send to OneNote

Move

Flrz‘ @ EE Categorize ~ ‘ﬁl New Group

Assign  Unread/ |:t| Follow Up ~

Policy ~

Read

Tags

|Search People

A Browse Groups @ Address Book Al
? Filter Email ~ Aloud Apps
Groups Find Speech Apps

Reply

Reply all

Forward

Other reply actions
Delete

Mark as read

Flag

Report

Print

Save

§ Share to Teams

A}

g

Reply with
Scheduling Poll

Find Time

Outlook Web Application

THQ for Outlook
& Phishing

Clean mail

o

Ml Send to OneNote
—

£ THQ for Outlook
@

Viva Insights

S Get Add-ins

>

Customize actions

Advanced actions

Phishing Clean
mail

THGQ for Qutlook

—/

ew Qutlock (@ off

Insights
Add-in ™

TitanHQ'

PhishTitan



View all Incidents

TitanHO

= PhishTitan I /
Incidents

23 AlMSPs

Search all incide

Dashboard

Threat Resolution

Incidents
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Usage

Reporting

Insights

Settings Mov 14, 2023 18:59

Other Products Nov 3, 2023 14:54
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Nov 14, 202318

Nov 2, 2023 11:58

MNov 14, 2023 18:29

Nov 14, 2023 11:12

[ Incidents

Subject

Marked as Malicious

Marked as Malici

02/11 - 09:08 - Link

01/11 - 13:00 - Link

14/11 - 11:08 - Test banner

2 links

Malicious mail with multiple users

03/11 - 14:44 - Link

Account Termination

Danger link

09/11 - 15:39 - Multiple + Bco

Check out this website

Malicious mail with multiple users

t group mailing lis

danger link

Marked as Clean by Admin

test

Marked as Malicious by Admin

14/11 - 11:08 - Test banner

Sender

deconnolly@titanhg.com

deonnolly@titanhg.com

deonnolly@titanhg.com

deonnolly@titanhg.com

deonnolly@titanhg.com

chynes

nhg.com

deonnolly@titanhg.com

deconnolly@titanhg.com

noreply.systems.update@gmail.com

q.com

deonnolly@titanhg.com

chy

deonnolly@titanhg.com

deonnolly@titanhg.com

chynes@titanhg.com

deonnolly@titanhg.com

chynes@titanhg.com

deonnolly@titanhg.com

deonnolly@titanha.com

Flag Reason

User Reported

User Reported

Malicious Links

Malicious Links

User Reported

Malicious Links

Malicious Links

Malicious Links

User Reported

Malicious Links

Malicious Links

Malicious Links

User Reported

Malicious Links

User Reported

User Reported

User Reported

User Reported

Recipients

Status 4

Customer

Demo Custor

Der

Demao Custor

1Stom

Demo Custom

Demo Custor

Demao Custom

Demo Custor

Demao Custom

Demo Custorr

Demo Custom

Demao Custar

Demao Custam

Demo Custor

Demao Custom

Demo Custor

Demo Custorr

Demao Custam

Demao Custon

er

er

Actions

®

@ 6 @ 6 @ @ @ © 0 © ©® & © @ e o e 0
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Incidents - Administrators marks as safe

Check out this new anti-phishing solution @ -

ey Conor Hynes <chynes@titanhq.com> @ a &« ~

Ta: Alex Wilber Tue 21/11/2023 #1740
Hi Alex,
Check this new product out - https-//www titanhg.com/phishing-protection/ Reply
Reply all
Thanks,
Conor Forward

Other reply actions >

Conor HY“ES Delete
Director of Product Management & Data Strategy

Mark as read

P: (091) 545 500 Flag
A: TitanHQ Towers, Mazars Place, Salthill, Co. Galway
W: titanhg.com Report >
Print
OODBO Ti
TitanHQ
View >

Wi Share to Teams

Have you heard of our other products?
il Send to OneNote

THQ for Outlook £ THQ for Outlook >
TitanH ThanH Titan:-1
SﬂfETItEI'I Sparﬂntm WebTitan ¢y Phishing & Viva Insights

Clean mail H Get Add-ins

Customize actions

Advanced actions >

TitanHQ'

PhishTitan



Notifications

TitanHO

= PhiShTitan I f | Notifications

Notifications

Jo

22 AlMSPs

Add a webhook to see user reported events in your preferred application.

Dashboard Webhook Name

Threat Resolution

Usage

Reporting

Insights

Settings

Administrators

Link Lock

Notifications

Other Products

TitanHQ'

PhishTitan



Licensing & Billing

TitanHQ

= @ PhishTitan / Jusage Overview
License Usage

2 AlMSPs

Total Customer License Usage
Dashboard

Threat Resolution

Usage

Reporting

Insights

Settings

Other Products

O Customer Name Licenses Issued
O Demo Customer 50
D Demo Customer Without Connection 25

Rows per page: 10 ~ 1-20f 2

Active Users

w

Active Users [ Licenses Purchased

19

License Usage per Customer
Demo Cust:

Demo Customer Without Connection

Total Usage

/100

omer

Date Created

Actions

L0

o]

Jo

TitanHQ'

PhishTitan



Time of Click
Protection

UL

é! oJLo_e’

Al Driven
Analysis

PhishTitan Features

URL rewriting

Banner
Notifications

\ Y4

Native M365
Integration

h

Detailed Reporting &
Insights

Post Delivery
Remediation

Quick
Deployment

TitanHQ'

PhishTitan
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